
Appendix B

Response to high-level Cyber Security questions 

Cyber security, also known as IT security, is the protection of computer systems from 
the theft and damage to their hardware, software or information, as well as from 
disruption or misdirection of the services they provide. [Wikipedia]

While some current threats may be new, the importance of and need for IT security 
has been a central element to the provision of IT systems at Dartford Borough 
Council over many years.  Appendix C provides a summary of the arrangements in 
place to address the issues highlighted by the National Audit Office’s report. 

An important element of the arrangements is the annual IT Health Check undertaken 
by specialist IT Security company, Surecloud.  This has in the past been a 
requirement for the Council to be permitted to be part of the national Public Service 
Network but is now primarily continued for the Council’s own assurance.  The latest 
review, carried out in November, reported that “over all the [Council’s network] was 
found to be very well secured [and] many good practices were observed”.  

Changes in technology has meant changes in the way systems can be accessed 
and can be used.  The network is no longer entirely closed.  The use of the internet 
and email are essential business tools, and the need for more mobile and remote 
working has changed the IT security required. 

The Council is one of the few authorities to have passed an assessment to have the 
domain added to the whitelist of secure government domains, enabling the 
verification of emails being sent to the Council to ensure they actually come from the 
people the purport to be from. 

Security can be both inconvenient and expensive.  It is vital therefore that it is treated 
appropriately for the risk as there is always more that can be done. For example, few 
people would employ a security guard in their homes when they go out, but nor 
would they deliberately leave the door wide open.

The security arrangements are currently considered adequate but the Council 
mustn’t be complacent. Most of the other Councils in Kent have had some breaches, 
leading to down time and in some cases data loss.

The report from the National Audit Office suggested 3 high level questions. 

1. Has the organisation implemented a formal regime or structured approach to 
cyber security which guides its activities and expenditure?

This approach is largely delegated to ICT management who use the existing risk 
management arrangements to highlight the key risks to operational objectives 
and identify necessary actions.  This includes the identification and risk 
assessment of several operational risks involving Cyber/IT security, the most 
serious being “Failure of security systems due to deliberate action by person or 
program incl. cyber-attack.” The steps taken to address the issues are 
necessarily technical and carried out within ICT. Any need for additional 



expenditure is either managed within existing budgets or by bids for Capital 
expenditure which are considered each year.  

2. How has management decided what risk it will tolerate and how does it manage 
that risk?

According to the Risk Management Strategy - It is the responsibility of the 
Managing Director to set the Council’s risk appetite and ensure service areas 
have adequate resources to implement effective risk. The Audit, Risk and Anti-
Fraud Manager co-ordinates the implementation of the Risk Management 
Framework and reports on risk management to the Audit Board and Cabinet, 
including the highlighting of significant existing, or emerging risks.

3. Has the organisation identified and deployed the capability it needs in this area?

The ICT team are highly experienced and proficient in this area but largely reliant 
on 2 individuals.  However it is unrealistic to have that level of expertise held by 
more than that number for an organisation of the Council’s size.  


